


for employees to use the Internet, including social media sites, to
research what competitors are doing and how their products are being
received by the market. At a more personal level, sites like Facebook
and Twitter provide employees an outlet to discuss — and sometimes
vent — about what they are working on, who they are fighting with,

who they are getting closer to — etc. Any or all of these activities may
create a duty to police and preserve data in litigation. In order to deal
with each of these scenarios, companies should consider a written policy
to address exactly what is and is not authorized and allowed.

Similarly, once a legal dispute arises, it is also important to notify
potential witnesses that they should not delete or change electronically
stored information. Make sure they understand that this does not just
include work emails and documents, but any social media postings
regarding the subject matter of the dispute. Also, ask them to identify
any such material early, so that it can be preserved. This is a particu-
larly high risk area where the site in question is in the control of a

third-party who decides whether and how long they host any particular
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information. Facebook and Twitter currently have fairly robust business
models, but many other sites do not. If relevant information is not
identified and preserved, information that is publicly available today,
could vanish tomorrow. This could cost your client useful evidence or
could subject your client to sanctions if appropriate steps are not taken
to secure the data.

How do I get it into evidence?

This depends greatly on the specific type of evidence and dispute in-
volved. Two primary obstacles are authentication and the hearsay rules.
But more fundamentally, this type of evidence is very new. It may well
be foreign to the Court and you may face an uphill battle of analogizing
the information to more conventional types of evidence.

Authentication is relatively straight forward if the information is
still publicly available. It generally requires only a showing that when
a particular website is accessed, the information appears. What if the
information was once there, however, but now is gone?

The “Wayback Machine” — wayback.archive.org — provides a help-
ful example and is also a useful tool for investigating websites. It is
a historical archive of preserved web pages, compiled from literally
billions of snap shots of millions of web pages taken on a regular basis
for more than a decade and can provide a wealth of information about
a company’s online history, such as when it launched its website, when
it began using a particular trademark, when it introduced a particular

product, when it later changed the information about that product, etc.
What the Wayback Machine does necessarily not give you, however,
is authentic information about exactly how the web site in question
looked at a particular point in time. The kemba.org entry for Decem-
ber 12, 1998 shows only empty boxes where images then appeared, but
were not captured by the archive. Accordingly, it does not give you an
authentic look at what was on the site at that date. Further, even if it
did, the Wayback Machine advises it is “not” for legal purposes. It will
not provide a witness to describe how the archive functions, but rather
merely a standardized affidavit for a fee.
your adversary into stipulating to authenticity or at least provide a good

It may, however, help pressure

lead for seeking the information directly from them.

Hearsay presents a much broader challenge. Even if the informa-
tion comes directly from your party opponent, there is no guarantee
it is coming into evidence. A recent Ohio case reversed a trial court’s
reliance on the defendant’s MySpace page regarding the amount of her
annual income, based on a hearsay objection.

Other types of cases present more complex problems. For example,
the goal of a trademark infringement plaintiff is to prove the public is
being confused. The public, however, is made up of lots of people. It
is notoriously difficult to prove what the public is thinking as a whole,
or even in significant parts. Typically, such an inquiry requires a
regimented and often expensive survey. What if, however, your client
says “our social media monitoring software is showing public confusion
Can you use the data as direct evidence to prove
the truth of the matter asserted? Probably not. There is simply no
current exception to the hearsay rule that neatly provides for gathering
aggregated information from unknown persons individually posting
on the Internet and getting it into evidence. However, there are other
options. One may be able to use an expert. Fed.R.Ev. 703 specifically
allows experts to rely upon facts and data “of a type reasonably relied
upon by experts in the particular field” whether or not it is otherwise
admissible. Because marketing and social media professionals routinely
rely on this type of data to gauge what the public is thinking, Rule 703
may provide an avenue to use this evidence. Expect battles, however,
over the difference between using such data and being able to “reason-

on a massive scale!”

ably rely” upon it.

Another option may be how you use the evidence. For example,
your goal may not be to prove the truth of what the public is saying,
but rather simply that people are saying it? You may want to show that
enough people were saying something publicly to put the defendant on
notice of a problem. Or, you may want to use negative public com-
ments to prove damages to your client’s reputation. In either case,
because you are not asserting the truth of what the public is saying, you
can argue under Fed.R.Ev. 801(c) that hearsay does not apply.

The key is recognizing that these types of evidence are extremely new.
New cases on admissibility are springing up nationally on a daily basis.
Therefore, extra care, research and forethought are going to be required
to maximize your chances of getting them admitted into evidence.
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