Litigating Mobile Marketing Claims

BRYAN CLARK AND BLAINE KIMREY

Text messaging, mobile content, and
other mobile device applications,
coupled with the immense marketing
opportunities associated with those
technologies, comprise a rapidly grow-
ing business area. Interactive marketing
is now a $24 billion a year industry,
and some analysts are projecting
growth to $80 billion or more by 2011.!
The popularity of the iPhone and other
advanced mobile devices has opened
up myriad new channels for advertis-
ers, marketers, and content providers. A
recent survey indicates that 65 percent
of advertisers plan to develop mobile
applications in 2010,% and the advent of
4G technology will continue to expand
data and video content possibilities.?
Of course, with increased utilization
of text messaging technology comes
increased legal risk for companies en-
gaged in mobile marketing. Companies
of all kinds are faced with a growing
number of class action lawsuits assert-
ing claims ranging from violation of
the Telephone Consumer Protection Act
(TCPA)* to common law torts and state
consumer protection laws. These risks
apply not only to wireless carriers,
aggregators, mobile content provid-
ers, and affiliate marketers that operate
exclusively in the mobile marketing
space, but also to traditional media
outlets and other companies taking
advantage of new mobile technologies.
The potential for mobile marketing
liability is often overlooked because
there are very few reported decisions
associated with these claims. However,
the new litigation opportunities present-
ed by the rapid and often unorganized
growth of the mobile marketing in-
dustry have not been lost on plaintiffs’
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attorneys. Many of the plaintiffs’ firms
involved in more traditional junk fax
litigation under the TCPA have begun
targeting mobile marketing, in some
cases asserting TCPA claims reminis-
cent of the junk fax claims and in other
cases asserting state statutory and com-
mon law claims often asserted in junk
fax cases. Over the past three years
there has been an explosion of these
mobile marketing cases—at least 125
have been filed nationwide. The newly
developed mobile marketing plaintiffs’
bar is using many of the organizational
and mass action tactics employed so
effectively by the junk fax bar: shar-
ing form complaints and discovery and
creating websites, such as http://www.
classactionconnect.com, to solicit alli-
ances and new claims.

In a general sense, two primary
types of claims are associated with
mobile marketing: text message spam
cases and unauthorized charge cases. In
a typical text message spam case, the
plaintiffs allege that they received one
or more unauthorized text messages.
Based on these text messages, the
plaintiff brings a lawsuit on behalf of
themselves and putative class members
who have received similar text mes-
sages. These complaints often assert a
count for violation of the TCPA, argu-
ing that a text message is a “call” under
the autodialer provision of the TCPA.?
In a typical unauthorized charge case,
the plaintiffs allege that their mobile
phone bills were charged for text mes-
sages or other premium mobile content
(such as ringtones, games, wallpapers,
daily stock tips, and sports scores) that
they did not authorize. The complaints
typically assert claims for, inter alia,
unjust enrichment, tortious interfer-
ence, trespass to chattels, and violation
of state consumer fraud statutes. This
article will address both types of cases,
as well as possible defenses.

Jurisdiction

As an initial matter, it is important for
counsel to consider the proper juris-
diction for mobile marketing claims.
Mobile marketing claims are typically
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filed in state courts, which are often
considered to be friendlier to TCPA
claims and other class actions.® Under
the TCPA, the standard for whether a
state-filed TCPA action can be removed
to federal court varies by circuit. All
but one of the circuits that have evalu-
ated the issue held that district courts
lack federal question jurisdiction over
TCPA claims.” But in the Seventh Cir-
cuit, which has been a hotbed for TCPA
junk fax claims, TCPA claims are re-
movable on federal question grounds.®
All circuits that have addressed the
issue have acknowledged that TCPA
claims are removable under the Class
Action Fairness Act (CAFA),’ but the
Seventh Circuit currently stands alone
in its recognition of federal question
jurisdiction for TCPA claims. Thus, be-
yond the Seventh Circuit, TCPA cases
can likely be removed only where the
statutory damages to a single plaintiff
are sufficient to reach the amount in
controversy threshold for diversity
jurisdiction!® or in class actions remov-
able under CAFA.

The standard for removal in the un-
authorized charge cases typically turns
on whether the case meets the require-
ments of CAFA. CAFA grants federal
courts jurisdiction over class actions
in which (1) the class of plaintiffs is
100 or greater, (2) minimal diversity
exists, and (3) the amount in contro-
versy exceeds $5 million." In these
cases, the primary issue is the amount
in controversy. The plaintiffs typically
claim that the defendant cannot prove
that the amount in controversy exceeds
$5 million. Many federal courts have
granted motions to remand on this ba-
sis.!? However, remand can be defeated
in these cases if enough amount-in-con-
troversy evidence is presented to the
court under the relevant standard.'

Text Message Spam TCPA Claims
Since the Ninth Circuit’s June 2009 de-
cision in Satterfield v. Simon & Schus-
ter'* (Satterfield II), holding that the
TCPA applies to text messages, plain-
tiffs have filed an increasing number of
putative class action lawsuits against



businesses and agencies that use mobile
marketing as part of their advertising
and sales campaigns. Several of these
cases have been resolved in expensive
class action settlements. For example,
the Northern District of California
recently granted preliminary approval
to a settlement in Satterfield II that will
create a settlement fund of $10 mil-
lion and award of attorney fees in the
amount of $2.725 million." To success-
fully assert a TCPA claim related to text
messaging, the plaintiffs must prove
(1) a “call” was made, (2) using an
“automatic telephone dialing system”
or an artificial or prerecorded voice,

(3) the number called was assigned

to a cellular telephone service, and

(4) the “call” was not made with the
“prior express consent” of the receiving
party.'® An automatic telephone dialing
system is defined as equipment with the
capacity to store or produce numbers to
be called, using a random number gen-
erator, and to dial such numbers.!” Al-
though the term call is not defined, and
the statute makes no specific reference
to text messaging, class action plain-
tiffs have identified mobile marketing
content as “unsolicited commercial

text calls to potential customers using
an automatic telephone dialing system
and/or using an artificial and prere-
corded message.”!® This interpretation
has been accepted by the Ninth Circuit
in Satterfield I1, the Northern District of
[linois in Abbas v. Selling Source" and
Lozano v. Twentieth Century Fox Film
Corp.,”® and an Arizona state court in
Joffe v. Acacia Mortgage Corp.?!

Text messaging TCPA claims have
been used to target not only mobile
marketing companies, but also larger
corporations that use their services.

A prime example is Weinstein v. AIR-
IT2ME,? a text messaging TCPA class
action brought against outdoor apparel
retailer Timberland and its mobile mar-
keting partners. The plaintiffs alleged
that Timberland sent unsolicited text
message advertisements to plaintiffs’
cell phones, subjecting them to “the
aggravation that necessarily accompa-
nies unsolicited wireless spam” as well
as the cost of text messaging. The only
cause of action raised by the plaintiffs
was violation of the TCPA. The plain-
tiffs alleged that these “text calls” had
been made with an automatic telephone
dialing system, thereby bringing them
within the scope of the TCPA, and that

Timberland had not obtained the con-
sent of the recipients.

A similar claim was filed in No-
vember 2008 against McDonald’s.?* In
Cooley v. McDonald s, the plaintiffs al-
lege that McDonald’s marketed its 2008
Monopoly promotion by sending unau-
thorized text message advertisements
without prior express invitation or
permission from the account holders.?*
The plaintiffs specifically assert that the
TCPA “prohibits automated, unsolicited
voice and text calls to cell phones.” The
Cooley case was eventually voluntarily
dismissed. The plaintiffs in Cooley and
Weinstein are by no means alone. In ad-
dition to the decisions discussed below,
plaintiffs’ attorneys have filed a number
of similar cases nationwide.?

Because the statutory language of
the TCPA does not clearly apply to text
messages, several issues are unique
to text message cases: (1) whether
the plaintiff must allege that he was
charged for the text message he re-
ceived, (2) whether a system’s mere
capacity to autodial numbers is suffi-
cient to allege an automated telephone
dialing system, (3) whether a text mes-
sage is a “call” within the meaning of
the TCPA, (4) whether the application
of the TCPA to text messages would
violate the First Amendment, and
(5) whether the application of the TCPA
to text messages would render the stat-
ute void for vagueness under the Due
Process Clause. Six cases nationwide
have addressed one or more of these
issues: Satterfield I, Abbas, Lozano,
Joffe, Satterfield v. Simon & Schuster,
Inc.? (Satterfield I), and Pollock v.
Island Arbitration & Mediation, Inc.”
Of these cases, only the 4bbas decision
addressed all five issues.

Charge
In Abbas, the court held that a charge
was not a necessary element of a claim
under the TCPA.* This conclusion is
significant because it appears to be the
first nationwide squarely addressing
the issue. The Abbas ruling was echoed
a few months later in Lozano: “The
Court [ ] finds that the plain language
of the TCPA does not require Plaintiff
to allege that he was charged for the
relevant call at issue in order to state a
claim pursuant to § 227.7%

However, these rulings are contrary
to the only FCC authority on point,
which says a charge is required.*® The

Abbas court’s opinion on the “charge”
issue rejects deference to the FCC and
rests almost completely on a technical
amendment that was passed in 1992
without explanation by Congress.

That amendment allowed the FCC to
exempt calls to telephone numbers
assigned to cellular services that are
not charged to the called party.3! “If
uncharged calls were already exempted
from the requirements of the TCPA,

as the FCC’s 1992 Order and Selling
Source maintain, the later congressio-
nal amendment would be wholly super-
fluous, as no FCC ‘rule or order’ would
be necessary to exempt such calls from
the statute’s purview.”3?

That amendment has never been
interpreted by the FCC and has never
been interpreted by any other court. The
language cited by the court in Abbas is
a technical amendment, which federal
courts have shown an unwillingness to
apply in a manner that would undermine
substantive policy determinations.*

Autodialer

The courts that have addressed this is-
sue have split on whether an allegation
of mere capacity to autodial is suffi-
cient to state a cause of action under the
TCPA for text messaging. In Satterfield
11, Abbas, and Lozano, the courts fo-
cused on the presence of the word ca-
pacity in the statute. The Ninth Circuit
held that “[w]hen evaluating the issue
of whether equipment is an ATDS, the
statute’s clear language mandates that
the focus must be on whether the equip-
ment has the capacity ‘to store or pro-
duce telephone numbers to be called,
using a random or sequential number
generator.””* Under these holdings, the
equipment need not actually store, pro-
duce, or call randomly or sequentially
generated telephone numbers.*

The courts in Satterfield I and Pol-
lock, however, focused on the use of
the autodialer capacity. The Pollock
court found that “[s]ince the plaintiff
did not establish that the defendant
used a dialing system which randomly
or sequentially generated telephone
numbers, the plaintiff cannot establish
that the defendant placed a call to a
cellular telephone using an automatic
telephone dialing system pursuant to
47 U.S.C. § 227(b)(1)(A)(iii).”* This
appears consistent with the FCC’s
interpretation that the TCPA applies
only when the equipment in question is
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actually used to autodial. For instance,
the FCC stated in 1992 that “the iden-
tification requirements will not apply

to debt collection calls because such
calls are not autodialer calls (i.e., dialed
using a random or sequential number
generator). . . .

Call

All courts that have addressed this issue
have determined that a text message is
a call within the meaning of the TCPA.
The Ninth Circuit deferred to the
FCC,* noting that “the FCC’s interpre-
tation of the TCPA 1is reasonable,” and
therefore holds that a text message is

a call within the TCPA.** On the other
hand, the court in Abbas found that

the term call under the TCPA “might
encompass an SMS message” despite
holding that the term is not defined by
the TCPA, that the term is ambiguous,
and that FCC interpretations of the term
are entitled to no deference.* In Joffe,
the court determined that a text mes-
sage is a call because it is an attempt

to communicate by phone.*!

Abbas is the only
decision to address
whether the TCPA may

be void for vagueness.

These interpretations arguably
broaden the scope of the TCPA to
include any form of communication
between digital devices, no matter how
far removed those technologies are
from the original conceptions of Con-
gress in passing the TCPA in 1991 and
no matter how little the communica-
tions have to do with analog telephony.
Arguably, the same logic applied by the
courts and FCC would have the TCPA
apply to e-mails transmitted between
phones, i.e., iPhones, BlackBerrys, and
similar devices.

The issue of whether the term call
includes text messages may be settled
by determining whether the term was
meant to describe a specific activity
or a category of activities. In Abbas,
the defendant reasoned by analogy
from Justice Holmes’ logic in McBoyle
v. United States,* in which the U.S.

Supreme Court reversed the Tenth Cir-
cuit and found that reference to “motor
vehicle” in the National Motor Vehicle
Theft Act did not encompass airplanes.
The defendant argued that as the term
motor vehicle did not conjure up the
notion of an airplane in the 1930s, the
term call did not conjure up the notion
of a text message in 1991, or even to
this day. In that sense, the defendant
argued that the term call was referring
to a specific activity.

But the Northern District of Illinois,
citing Squillacote v. United States,”
rejected this interpretation. In Squil-
lacote, the Seventh Circuit made an
off-handed reference to “media” en-
compassing “television” and “motor
cars” encompassing “Volkswagens.”
The court relied on this guidance to
hold that “the nonexistence of SMS
messages when the TCPA was enacted
does not preclude the application of the
latter to the former.”** These analogies
arguably are not equivalent. In today’s
lexicon, there would be little doubt
that television is a type of medium and
Volkswagen is a type of motor car.
However, a text message is not clearly
a type of call. McBoyle may provide
the better analogy because it is equally
unclear whether an airplane would fall
in the motor vehicle category.

First Amendment

Although many courts have addressed
First Amendment challenges to the
TCPA in the fax spam context, Abbas,
Lozano, and Joffe are the only opinions
to address a First Amendment challenge
to the TCPA autodialer provision’s ap-
plication to text messages. The distinc-
tion between the fax spam provision

of the TCPA and the autodialer provi-
sion is important because the fax spam
provision applies only to commercial
speech, whereas the autodialer pro-
vision covers both commercial and
noncommercial speech.” In Abbas, Lo-
zano, and Joffe, the courts held that the
TCPA, as applied to text messages, was
a valid content-neutral time, place, and
manner restriction on speech because

1. the TCPA’s application to text
messages served a significant
government interest in limiting
the nuisance and invasion of pri-
vacy caused by telemarketing,

2. the TCPA’s application to text
messages was narrowly tailored
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to achieve this goal because the
interest would be achieved less
effectively absent the regulation,
and

3. the TCPA’s application to text
messages left open ample alterna-
tive channels for telemarketing.*

As to the first prong of the time,
place, and manner test (significant gov-
ernment interest), Congress has never
articulated an interest in application of
§ 227(b)(1)(A)(iii) to text messages.*’
Of course, the congressional history
preceding the TCPA and its amend-
ments contains absolutely no reference
to text messages. Nor does the TCPA
itself contain any reference to text mes-
sages.* The court in Abbas relied solely
on a vague privacy interest to hold that
text messages, whether commercial or
not and no matter where received, suf-
ficiently implicate that interest.*” Such
invocation of a vague interest without
evidence showing the interest is indeed
served by a specific regulation does not
satisfy the first prong.*® The court in
Joffe went a step further, holding that
the ubiquity of cell phones in American
life somehow heightens the privacy
interest underlying the TCPA.' This
theory is based on the premise that
“[w]hile junk mail may be thrown away
unopened, and television commercials
turned off, the telephone demands to be
answered.”? This shows a fundamental
misunderstanding of how text messages
work. Text messages can be received
without disrupting a cell phone’s ability
to send and receive calls, and they can
be ignored or deleted unopened.

The courts’ rulings on the narrow
tailoring prong also seem to ignore
the differences between the TCPA’s
prohibition on unsolicited faxes and its
prohibition on calls using an automated
telephone dialing system. Because the
autodialer provision covers both com-
mercial and noncommercial speech, ap-
plication of the TCPA to text messages
would restrict not only commercial
text messages, but also any core First
Amendment speech sent by a system
with the mere capacity to dial numbers
in a random or sequential order. The
courts have not addressed this commer-
cial versus noncommercial distinction.
In fact, the court in Lozano proceeded
under the test for commercial speech:
“Courts analyze restrictions on com-
mercial speech using the four part test



set forth in Central Hudson Gas &
Electric Corp. v. Public Service Com-
mission of New York.”™

With respect to the third prong (al-
ternative means), the Abbas court’s rea-
soning actually highlights the problem
with finding that mere capacity to au-
todial is sufficient to state a claim. The
court’s analysis refers to “[aJutomated
dialers seeking to avoid the strictures
of the TCPA,”** but the court’s decision
actually targets anyone using a system
with the mere capacity to autodial, no
matter whether that capacity is in fact
used. That is why the court’s inter-
pretation of the TCPA does not leave
open sufficient alternative channels
of communication; it essentially con-
strains mass text messaging as a form
of communication altogether (whether
commercial or not and regardless of
whether an autodialer is in fact used to
transmit). Moreover, just as forcing a
handbill purveyor to engage in person-
to-person or mail solicitation is consti-
tutionally infirm,* so is forcing a mass
text message sender to engage in other
“live methods of communication,” as
suggested by the court.

Due Process
The court in Abbas is also the only
court to address whether the TCPA, as
applied to text messages, may be void
for vagueness. The court found that its
interpretation of the statute, including
text messages in the definition of call
and requiring mere capacity to autodial,
derives from a straightforward reading
of the statute.’ But with regard to the
autodialer interpretation, Satterfield [
and Pollock came to different conclu-
sions regarding the meaning of the
statute on this point.”” Moreover, from a
due process notice standpoint, the first
decision to find that mere capacity to au-
todial was sufficient was not published
until 2009 (Satterfield II). Up until 2009,
the only case law on point (Satterfield
I and Pollock) found actual use was
required to establish a TCPA violation.
As to the “call” question and due
process, the Abbas court found that
FCC interpretations and a single 2005
Arizona appellate court decision (Joffe)
should have provided sufficient notice
to avoid a due process challenge.*®
However, the court earlier in its opinion
found that the FCC interpretations were
entitled to no deference and acknowl-
edged that the term call in the TCPA

is ambiguous.” Additionally, federal
courts have held that only extrinsic
evidence that narrows the meaning of

a statute (rather than broadening it)
should be considered under the void for
vagueness doctrine.®® The court in Ab-
bas did not address this argument.

Unauthorized Charge Claims

The large class action settlements that
have arisen from unauthorized charge
cases should pose concerns for busi-
nesses involved in mobile marketing
and their insurance carriers. In 2010
alone, courts have approved class
action settlements with funds of $36
million and $12.25 million.® However,
none of these cases has ever been tried.
In fact, these cases are rarely litigated
to conclusion, and it appears that only
one court nationwide has certified a text
message class in the face of opposi-
tion.®? Although there have been some
preliminary rulings, the plaintiffs in
these cases often withdraw in the face
of case dispositive motions.®* Many

of the legal theories discussed below
therefore remain untested in the context
of unauthorized charges. In unauthor-
ized charge cases, plaintiffs typically
assert causes of action under one or
more of the following theories: (1) un-
just enrichment, (2) tortious interfer-
ence, (3) trespass to chattels, (4) vio-
lation of consumer fraud statutes,

(5) violation of the Computer Fraud and
Abuse Act (CFAA),* and (6) breach
of contract. Such claims have been
brought against mobile content pro-
viders, wireless carriers, aggregators
(which manage billing between cell
phone carriers and content providers),
affiliate marketers (entities that engage
in Web advertising related to mobile
content), copyright licensors, and social
networking websites that offer mobile
services. Although the elements of
these claims vary by state, many of the
concepts are often the same.

Unjust Enrichment

To prove unjust enrichment, a plaintiff
must generally show (1) enrichment by
the defendant, (2) to the detriment of the
plaintiff, and (3) defendant’s retention
of the benefit violates the fundamental
principles of justice, equity, and good
conscience.® In these cases, the plain-
tiffs argue that companies associated
with mobile content have turned a profit
(either directly or indirectly) by charging

the plaintiffs for unsolicited content. As
an initial matter, it should be noted that
unjust enrichment is not an independent
cause of action in many jurisdictions.*

Even when unjust enrichment is a
valid, independent cause of action, it
may be barred as a matter of law. For
example, under California law, a quasi-
contract claim cannot be brought when
the subject matter of the claim is gov-
erned by a contract.”” This rule applies
not only in direct contractual situations,
but also when a contract governs the
subject matter of the suit between a
party to the contract and a third party.®
Also, a person who acts pursuant to
a duty to one party is not entitled to
recover under a theory of unjust enrich-
ment for incidental benefits conferred
on a third party.®

In a typical unauthorized charge
case, the basis for the plaintiff’s claim
is a purportedly unauthorized charge
that appeared on his or her wireless
telephone bill. That bill is governed
by the contract between the consumer
and the wireless carrier. Moreover,
the money allegedly received by a de-
fendant involved in mobile marketing
would have been paid by the plaintiff
pursuant to his or her contractual duty
to pay the wireless bill. Thus, claims
for unjust enrichment are arguably
barred by the consumer carrier contract
and the corresponding duties.

Tortious Interference

When these claims are brought against
aggregators, affiliate marketers, or con-
tent providers, the plaintiffs allege that
these entities interfered with the contract
between the plaintiffs and their carri-
ers. To prove tortious interference, the
plaintiffs generally must show (1) the
existence of a contract, (2) the defen-
dant’s knowledge of the contract, (3) the
defendant’s intentional and unjusti-

fied interference with the contractual
relationship, (4) the defendant caused a
subsequent breach of contract by a third
party, and (5) damage to the plaintiffs.”
Claims for tortious interference are
often susceptible to defenses based on
pleading deficiencies and the voluntary
payment document, both of which are
discussed in greater detail below.

Trespass to Chattels

To state a claim for trespass to chattels,
the plaintiff typically must establish
“(1) the defendants’ unauthorized
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or wrongful assumption of control,
dominion or ownership of the plain-
tiff’s property; (2) the plaintiff’s right
in the property, (3) the plaintiff’s right
to immediate possession; and (4) the
plaintiff’s demand for possession.””" In
unauthorized charge cases, the plain-
tiffs allege that the defendant content
providers, by delivering content to their
phones or causing content to be deliv-
ered to their phones, assume control of
the plaintiffs’ phones, thereby depriv-
ing them of their unfettered rights of
possession. However, courts that have
considered trespass to chattels claims
in the context of electronic communica-
tions have held that

electronic communication that
neither damages the recipient
computer system nor impairs its
functioning . . . does not constitute
an actionable trespass to personal
property, i.e., the computer system,
because it does not interfere with the
possessor’s use or possession of, or
any other legally protected interest
in, the personal property itself. . . .
Merely alleging that the unwanted
content sent by [defendants] “oc-
cupied” a portion of the cell phone’s
memory . . . is insufficient.”

Consumer Protection Statutes

Unfair or deceptive trade practices
laws vary significantly by state, but

the plaintiffs typically rely on the

same facts to bring these claims. In
each case, the plaintiffs allege that

the defendants falsely claim that the
plaintiffs authorized charges for mobile
content services or that the defendants’
advertisements, consent mechanisms,
or both related to mobile content were
somehow misleading or deceptive. One
motivation for plaintiffs to bring these
claims is that, unlike other causes of
action, these state laws usually allow
recovery of attorney fees. The mobile
marketing plaintiffs’ bar has brought
consumer fraud claims under both
California’s Unfair Competition Law
(UCL)™ and the Illinois Consumer
Fraud and Deceptive Business Practices
Act.” The California law bars unfair
competition, defined as “any unlaw-
ful, unfair or fraudulent business act or
practice and unfair, deceptive, untrue
or misleading advertising.” In contrast,
the Illinois law has three elements:

(1) a deceptive act or practice by the

defendant, (2) the defendant’s intent
that plaintiff rely on the deception,

and (3) the deception occurred in the
course of conduct involving trade/com-
merce.”” Claims also have been brought
under California’s Consumer Legal
Remedies Act (CLRA),” which has
four elements: (1) defendant engaged
in unfair or deceptive acts as defined by
the statute, (2) in a transaction intended
to result or which results in the sale or
lease of goods or services to any con-
sumer, (3) the consumer relied on the
deceptive acts, and (4) the consumer
was damaged.

The best defensive strategy in these
cases is typically a detailed analysis of
these elements because the complaints
often fail to adequately plead the req-
uisite elements under the relevant con-
sumer protection statutes, particularly
given that many of the statutes sound in
fraud, mandating a heightened pleading
standard under Rule 9(b) of the Federal
Rules of Civil Procedure or similar
state rules. For example, in Feinberg v.
AzoogleAds US, Inc.,”” the plaintiffs al-
leged, inter alia, violation of the CLRA.
But the complaint arguably failed to
allege the elements of such a claim.
Rather than alleging specific actions
committed by defendant Azoogle, the
complaint criticized the industry as a
whole, complaining about the behavior
of companies “such as Azoogle” with-
out actually identifying any alleged acts
committed by Azoogle. Although the
CLRA requires that the allegedly false
or misleading statements at issue occur
in a consumer transaction, the plaintiff
failed to allege a transaction with Azo-
ogle and failed to allege that any false
or misleading statements were made to
a consumer.

Similarly, the plaintiffs in Feinberg
failed to allege with the requisite speci-
ficity any conduct that was an “unlaw-
ful, unfair or fraudulent business act”
under the UCL. In Cel-Tech Commu-
nications, Inc. v. Los Angeles Cellular
Telephone Co., the California Supreme
Court required that “any finding of un-
fairness to competitors under section
17200 be tethered to some legislatively
declared policy or proof of some actual
or threatened impact on competition.””®
The Cel-Tech decision initially was
limited to actions by competitors for
anticompetitive practices, but courts
have subsequently applied the same
standards to consumer cases.” But the
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plaintiffs in Feinberg did not assert
sufficient facts to meet this standard.
Azoogle therefore moved to dismiss on
these and other grounds.

Another example is Walker v.
Thumbplay, where the plaintiffs as-
serted a cause of action under the Il1-
linois Consumer Fraud and Deceptive
Business Practices Act.?’ Once again,
the plaintiffs did not allege that de-
fendant Thumbplay engaged in any
specific fraudulent behavior. The court,
in dismissing the complaint, held that
to state a claim under the state’s con-
sumer fraud act, the plaintiffs needed
to allege “the who, what, when, where,
why and how: the first paragraph of
any newspaper story.”®!

Computer Fraud and Abuse Act

To bring a civil action under the CFAA,
a plaintiff must show that, inter alia, a
violator “knowingly” and “intention-
ally” accessed a computer without
authorization and either obtained infor-
mation from the device or damaged the
device.® The plaintiffs in unauthorized
charge cases argue that a content pro-
vider’s act of transmitting unauthorized
content to their cell phones constitutes
knowing and intentional access that
damages those devices. However, at
least one court has rejected this argu-
ment. In an unauthorized charge case in
Minnesota, a federal court dismissed a
CFAA claim.®

In sum, the Court concludes that
[plaintiff] has failed to state a claim
under the CFAA because she has
failed, at a minimum, to sufficiently
allege that [defendant] obtained
information from her cell phone

in violation of the CFAA or that
[defendant] intended to damage her
cell phone by sending text messages
to those that were not current sub-
scribers, or that any pecuniary loss
[plaintiff] might have suffered was a
result of [defendant] having violated
the CFAA by either of those actions.**

Breach of Contract

When lawsuits are filed against wire-
less carriers, the plaintiffs often argue
that the contract between subscribers
and the carrier was breached when the
plaintiffs were charged for unsolic-
ited content. To prove this claim, the
plaintiffs generally must show (1) the
existence of a valid contract, (2) the



plaintiffs complied with the contract,
(3) the defendant failed to perform the
contract, and (4) the plaintiffs suffered
damages as a result.® Typical breach of
contract defenses, such as performance,
immaterial breach, laches, unclean
hands, and voluntary payment, apply in
these cases, although the outcome will
likely turn on the facts associated with
the contract.

Other Defenses

Beyond the claim specific defenses
outlined above, several defenses are
available in mobile marketing cases
that may apply to multiple claims,
namely (1) inadequate pleading under
Twombly/Igbal, (2) voluntary payment
doctrine, (3) CAN-SPAM Act preemp-
tion, (4) Communications Decency Act
(CDA) § 230 immunity, and (5) pas-
sive conduit/common carrier defenses.
There also may be standing arguments
related to the citizenship of the plain-
tiffs, the defendants, or both.’’

Inadequate Pleading

One of the potential benefits of removal
is the application of federal pleading
standards. Recent Supreme Court case
law interpreting Rule 8(a)(2) clarifies
that “[t]hreadbare recitals of the ele-
ments of a cause of action, supported
by mere conclusory statements, do not
suffice.”®® Rule 8 “does not unlock the
doors of discovery for a plaintiff armed
with nothing more than conclusions.”
Because the mobile marketing plain-
tiffs’ bar typically repurposes the same
complaints and allegations time and
again, this is often a difficult standard
for the plaintiffs to meet. Courts have
held that legal conclusions are not
entitled to any assumption of truth and
are inadequate to provide the defendant
with fair notice of what the claim is
and the grounds upon which it rests.”
“[WThere the well-pleaded facts do not
permit the court to infer more than the
mere possibility of misconduct, the
complaint has alleged—but it has not
‘show[n]’—*‘that the pleader is entitled
to relief.””!

Additionally, when the plaintiffs’
claims are grounded in fraud, “a party
must state with particularity the cir-
cumstances constituting fraud or mis-
take.”” Federal courts have held that
this heightened pleading requirement
may apply even when the statutory
claims asserted by the plaintiff do not

require a showing of fraud.”® When

a plaintiff alleges a unified course of
fraudulent conduct and relies on that
conduct as the basis for the claim,
“the claim is said to be ‘grounded in
fraud’ or to ‘sound in fraud,” and the
pleading of that claim as a whole must
satisfy the particularity requirement of
Rule 9(b).”** Even if a plaintiff alleges
some fraudulent and some nonfraudu-
lent conduct, or if fraud is not an es-
sential element of the claim, all aver-
ments of fraud must be pleaded with
particularity.”

The formula complaints utilized by
the mobile marketing plaintiffs’ bar
often fall short of the Rule 8§ pleading
standard under Twombly/Igbal, much
less the heightened Rule 9 standard.
Attorneys defending these claims
should force the plaintiffs to provide
factual support for the conclusory al-
legations that typically comprise these
complaints. Particularly important is
the named plaintiff’s identifying infor-
mation. Customer records in the mobile
content industry typically are main-
tained based on customers’ cell phone
numbers.”® “Without the cell phone
[number], . . . Defendants cannot deter-
mine whether Plaintiff is a valid cus-
tomer and cannot frame a response.”’
In Coren, the court held that although
Rule 8 requires only a short and plain
statement of the claim, it still requires
the identification of the plaintiff, which
in a case like this includes the plain-
tiff’s cell phone number.”® The plaintiff
should not be allowed to stand on a
complaint that is nothing more than an
“unadorned, the defendant unlawfully
harmed me accusation,” which is pre-
cisely the type of pleading that the Su-
preme Court has held to be inadequate
under Rule 8.

Voluntary Payment Doctrine

Many states have adopted the volun-
tary payment doctrine or some similar
rule that would mandate dismissal of
plaintiffs’ claim if they voluntarily paid
the amount in question. When money
is voluntarily paid with full knowledge
of the facts, it may only be recovered
“where paid under circumstances of
fraud, misrepresentation, and threats
amounting to a duress which prevents
the free exercise of the will.”!® Courts
have applied the voluntary payment
doctrine to dismiss claims for unjust
enrichment, breach of contract, and

violation of state consumer fraud stat-
utes related to telephone bills.'

Under the voluntary payment doc-
trine, plaintiffs can seek to recover
voluntary payments only if they can
establish that the payments were made
as a result of duress, coercion, or com-
pulsion. Courts have defined duress in
this context to include instances

where, by reason of the peculiar
facts a reasonably prudent man
finds that in order to preserve his
property or protect his business
interests it is necessary to make a
payment of money which he does
not owe and which in equity and
good conscience the receiver should
not retain, he may recover it.'??

Moreover, “[t]he voluntary payment
doctrine imposes upon a person who
disputes the appropriateness of a bill
the obligation to assert the challenge
either before or contemporaneously
with making payment.”'%

One of the potential
benefits of removal
is the application of
federal pleading
standards.

Mobile marketing plaintiffs may
argue that they were compelled to make
the payments by fear that their wireless
carriers would discontinue their cel-
lular telephone service. But “telephone
service, particularly cellular service, is
not a necessity, and therefore termina-
tion of such service (with or without
penalty) cannot form the basis of a
duress claim.”'™ In Dreyfus v. Ameri-
tech Mobile Communications, Inc., the
plaintiffs challenged certain “intercon-
nect” charges placed on their wireless
bills, but the court relied on the volun-
tary payment doctrine in rejecting their
breach of contract claims.'” The court
determined that the payments were not
made under fraud or duress because

plaintiff . . . has not alleged a lack of
access to landline phones at her work
or anywhere else. Indeed, that would
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be a difficult argument to formulate

as reasonable alternatives to cellular
phone service unquestionably exist,

whether at plaintift’s place of busi-

ness, her home, or a payphone.!%

CAN-SPAM Act Preemption
Another possible defense is preemp-
tion of state law claims under the
CAN-SPAM Act.!?7 Although the Act
is typically known for its applica-
tion to e-mail, the statute specifically
addresses text messages. The statute
gives the FCC the power to regulate
mobile service commercial messages
(MSCMs), defined as “a commercial
electronic mail message that is trans-
mitted directly to a wireless device that
is utilized by a subscriber of commer-
cial mobile service . . . in connection
with such service.”!® The FCC’s text
marketing regulations, promulgated
in 2003 under the CAN-SPAM Act,
impose limitations on when marketers

Another possible
defense is preemption of
state law claims under

the CAN-SPAM Act.

can send MSCMs to wireless subscrib-
ers but also note that the Act covers
text messages only in a limited way.
According to the FCC, a commercial
message is an MSCM and thus subject

to the FCC regulations only “if it is sent

or directed to any address containing

a reference, whether or not displayed,
to an Internet domain listed on the
FCC's wireless domain names list.”'%
In other words, the FCC found that text
messages sent solely to phone numbers
without connection to a domain name,
i.e., e-mail addresses, are not covered
by the CAN-SPAM Act.

The Arizona court in Joffe discussed
the FCC interpretation, and it appears
to be the only published decision ad-
dressing application of the CAN-SPAM
Act to text messaging. As part of the
court’s TCPA decision in Joffe, it
looked at whether the FCC’s decision
to regulate text messaging as part of
the CAN-SPAM Act precluded applica-
tion of the TCPA."° In deciding that

the CAN-SPAM Act and TCPA could
have “dual applicability,” the court ac-
knowledged that “the FCC has decided
to include Internet-to-phone SMS mes-
sages as messages covered by § 14 of
the CAN-SPAM Act because they are
initially directed to an address that con-
tains an Internet domain reference.”'

Although the position laid out by the
FCC and the court in Joffe is a color-
able interpretation of the Act’s applica-
tion to text messages, the legislative
history indicates that Congress may
have intended for the CAN-SPAM Act
to apply to alleged text message spam
generally (regardless of whether the
alleged spam was directed to an e-mail
address). In December 2003, Congress-
man Ed Markey of Massachusetts ex-
plained the policy behind the text mes-
saging amendment:

[1]n order to safeguard consumer
privacy in a way that reflects the
more intrusive nature of wireless
spam to the user than spam is on a
desktop computer . . . the bill tasks
the FCC with tackling this issue
now, before it overwhelms users
and network operators alike.!

He further noted that “the same rules
that are applicable to commercial
e-mail messages sent to personal com-
puters will clearly also apply to those
sent to wireless devices.”'"* Under this
explanation of the statute, the FCC’s
limited application of the CAN-SPAM
Act to text messages could be an imper-
missible interpretation of the statute.'*
Questions regarding the applicability
of the CAN-SPAM Act to the various
types of mobile marketing messages
are likely to be resolved in the near
future by the courts, Congress, and/or
the FCC.

CDA § 230 Immunity

The plaintiffs’ bar also has focused
on social networking sites such as
MySpace or Facebook that offer users
the opportunity to receive text mes-
sage updates. For example, users may
opt to receive text messages every
time their online profiles are updated
or when other users communicate
with them through the social network
interface. But if users either change
their cell phone numbers or provide
the site with incorrect information, text
messages may be sent to individuals
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who did not request them.'® In Criss-
well v. MySpace, Inc.,"'® plaintiffs, who
allegedly had received unsolicited text
messages through MySpace Mobile,
sought class certification, alleging

that MySpace (1) tortiously interfered
with plaintiffs’ cell phone contracts,
(2) received unjust enrichment for

text messaging fees, (3) trespassed on
plaintiffs’ chattels by gaining access to
their wireless handsets without permis-
sion, (4) invaded plaintiffs’ privacy,
(5) tampered with plaintiffs’ computers
in violation of Illinois state law, and
(6) violated the Illinois consumer fraud
statute. MySpace removed the case
based on CAFA and complete preemp-
tion under the CAN-SPAM Act and
moved to dismiss based on, inter alia,
CDA § 230 immunity.

Although Crisswell was dismissed
before MySpace’s motion to dismiss, it
illustrates a unique argument available
to defendants that transmit third-party
content via the Internet. The CDA bars
claims against “interactive computer
services” that stem from content created
by third parties: “No provider or user
of an interactive computer service shall
be treated as the publisher or speaker
of any information provided by another
information content provider.”''” Prior
cases have established that social net-
working sites such as MySpace and
Facebook are “interactive computer
services,”!"® and these defendants argue
that they serve merely as conduits when
converting online content to text mes-
sage form. The content of the text mes-
sage is created by a social networking
user, not the site. This analysis applies
equally to other websites that allow us-
ers to communicate with other users,
particularly as mainstream sites adopt
social network style interaction to in-
crease the amount of time and frequen-
cy with which users visit their sites.
The online retailer eBay, for example,
allows users to post content and offers
mobile services for its users.

CDA § 230 immunity has been ap-
plied broadly to many different kinds
of claims in which the defendant is
being treated as a “publisher.”'® An
unsettled issue, however, is whether
mobile marketing lawsuits seek to treat
websites as the “publisher” where con-
tent is originated by a third party but
transmitted by the websites to mobile
phones after conversion by the web-
sites of the content into a mobile phone



readable format. Plaintiffs may argue
that the act of sending a third-party post
via text message removes the websites
with mobile transmission capabilities
from CDA § 230 protection because the
transmittal requires a more active step
than passively allowing users to post
content on a website. But with respect
to e-mail, which arguably is analogous
to text messages for purposes of CDA
§ 230 consideration, courts have held
that content in e-mails sent by websites
falls within immunity.'?* This applica-
tion seems consistent with a typical un-
derstanding of the term publish, which
necessarily entails some form of dis-
tribution to a third party. There do not
appear to be any published decisions
squarely addressing CDA § 230 immu-
nity and text messages, but decisions
on this issue are likely forthcoming.

Passive Conduit/Common Carrier
Even if CDA § 230 does not apply,
some defendants could argue for an ex-
pansion of the passive conduit doctrine
that often protects phone companies,
the U.S. Postal Service, and other com-
mon carriers from liability. Although
it does not appear that this issue has
been raised in any mobile marketing
cases to date, it may, for example, be a
viable argument for wireless carriers or
websites that do not create the mobile
content at issue. A common carrier is
defined in the Federal Communications
Act as “any person engaged as a com-
mon carrier for hire, in interstate or for-
eign communication by wire or radio or
in interstate or foreign radio transmis-
sion of energy, except where reference
is made to common carriers not subject
to this Act.”"! In exchange for some
regulation, these entities are generally
not responsible for the improper use of
their services by third parties. Courts
have long held that “there is no ‘con-
duit liability’ in the absence of fault.”!??
This has been established in relation
to countless forms of media from book
sellers to computerized libraries.'?
The FCC’s fax broadcaster regulation
extended common carrier protection to
companies that merely transmit faxes
without a “high degree of involve-
ment” or “actual notice,”'** and CDA
§ 230 codified immunity to interactive
computer services for content created
by third-party users.

Just as USPS would not be liable for
the delivery of junk mail or the phone

company would not be liable for a tele-
marketer’s call, the courts may decide
that when a wireless carrier or website
serves as a mere conduit for text mes-
sages, it should not be liable. In analyz-
ing CDA § 230 immunity, at least one
federal circuit has already analogized
social networking sites to common car-
riers such as FedEx or UPS, which “do
not read the documents inside packages
and do not make or publish any of the
customers’ material.””!'*

Conclusion

The vast array of mobile marketing
cases that have been filed in recent
years show that the plaintiffs’ bar is
focused on this rapidly developing,
lucrative field. To minimize the risks
associated with mobile marketing and
effectively defend these cases when
they are filed, it is important for de-
fense attorneys, insurers, advertisers,
and mobile marketing entities to have a
familiarity with these cases and the cor-
responding defenses. As with the TCPA
junk fax bar, the mobile marketing
plaintiffs’ bar has proven adept at form-
ing alliances to share strategy and form
pleadings. To efficiently and effectively
defend these cases, it would be wise for
the media defense bar to follow suit. [4
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